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For more information, please refer to the October 31, 
2006, Visa Data Security Brief, “Improperly Segmented 
Network Environment,” available online at 
http://usa.visa.com/merchants/risk_management/cisp_al
erts.html. 

4.  Poorly configured ingress and egress firewall 
rules 

Firewall ingress (inbound) and egress (outbound) rules 
that are misconfigured or left unchanged from their 
default configurations represent an area of significant 
vulnerability.  For more information on ingress and 
egress firewall rule misconfiguration, please refer to the 
Visa Business Review article (Issue No. 070911), “Visa 
Identifies Top Network Vulnerabilities to Promote Data 
Security Awareness,” available at 
https://www.us.visaonline.com. 

  

5. SQL injection 

A review of recent data security breaches suggests 
Structured Query Language (SQL) injection attacks on 
e-commerce Web sites and Web-based applications 
that manage card accounts (e.g., PIN updates, 
monetary additions, account holder updates) have 
become more prevalent. 

SQL injection attacks are caused primarily by 
applications that lack input validation checks, un-
patched Web servers and poorly configured Web and 
database servers.  These attacks pose serious 
additional risks to cardholder data stored or transmitted 
within systems and networks connected to the affected 
environment.  For more information on SQL injection, 
please refer to the Visa Data Security Alert, “SQL 
Injection Attacks,” also attached to this alert e-mail. 
 

For more information or questions regarding the information in this alert, please visit 
www.visa.com/cisp or e-mail cisp@visa.com. 
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